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In an environment
that is becoming
more complicated
for IS, attacks
organised by terror
organisations will
presumably become
more opportunistic
in nature. That is, it
will become harder
to predict their
targets and modus
operandi.

For the first time, Estonian
citizens ( two of them)
were among those killed
in a terror attack where
a truck (pictured a day
later, with the terrorist’s
travel document photo) was
driven into a crowd in Nice.
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acts of terrorism. The group has built an effective image for itself
and become a much more attractive terrorist organisation. Yet due
to the losses suffered by IS, the dissemination of the photos and
videos used for recruiting new members dropped dramatically in
2016. Whereas IS produced 700 media and propaganda products
in August 2015, the number was 200 in the same month a year
later. Besides the decrease in the amount of propaganda, content
also changed significantly during this period. IS distributed many
fewer images of life in the “caliphate”, such as pictures of schools,
libraries, police and public services. At the same time, there were
more videos of executions of spies. IS has less and less capability to
produce media content. It is also harder to find the content online,
and the material is also less optimistic compared to a year ago.
IS’s diminished propaganda power also decreases its capability to
inspire or recruit new members. This, in the long run, helps to
reduce the acute threat of terrorism in Europe.

The Islamic State’s Libya and Sinai branches

In North Africa’s main conflict hotspot, Libya, a power struggle
continues between the UN-recognised Libyan Government of
National Accord based in western Libya, also known as the Tripoli
government, and the so-called liberals’ government in Tobruk,
eastern Libya. Libya's fragmented situation and rivalry between
the factions is not expected to be resolved in the near future. The
impoverishment of the population amidst the continuing conflict,
forcing people to seek a sideline in human and drug smuggling, and
dysfunctional government institutions and corruption, are fertile
grounds for continued flows of refugees from the shores of Libya
to Europe. The weakening of the position of IS in Libya, in the same
manner as in Syria and Iraq, is a positive aspect.

In May 2016, units loyal to the unity government in the city of
Misrata began clearing the most important power centre for the




Libyan branch of IS terrorists. IS has controlled this port city
between Tripoli and Benghazi and surrounding areas for more
than a year, and Sirte is essentially the third most important IS
centre after Raqqa in Syria and Mosul, Iraq. The loss of Sirte is
a major blow to IS, but will not reduce the threat posed by IS in
Libya as a whole. With the country still fragmented, IS fighters
may try to consolidate in the southern part of Libya, a setting for
networks of illegal trade bound to Libya from neighbouring areas.
IS becoming consolidated in southern Libya will strengthen its ties
with terrorist organisations in the vicinity, especially with Boko
Haram, which is active in Nigeria, Chad, Cameroon and Niger, and
which swore loyalty to IS in 2015, taking the name of the Western
African province of IS. The Islamic extremists fleeing the Sirte
area will pose a threat to neighbouring countries — Tunisia and
Egypt. and more distant Morocco. There is the risk that IS’s Libyan
offshoot may seek payback in Europe — Islamists may attempt to
enter Europe as part of flows of illegal immigrants between Libya
and the shores of Italy.

The most active and strongest terrorist organisation in Egypt —IS’s
Sinai province — has an estimated 1,000 to 1,500 fighters. The Sinai
branch has been behind attacks on Egyptian military and police
institutions, resulting in heavy loss of life, and has also taken
responsibility for the 31 October 2015 attack on a Russian passenger
plane bound from Sharm el-Sheikh to St Petersburg, which killed
224 people. The Egyptian authorities are fighting against the ISIL-SP
branch that has become increasingly entwined with local Bedouin
tribes, but rapid progress is not to be expected. IS terrorists have
vowed to continue terrorist attacks against tourists vacationing in
Egypt. and such attacks are considered probable.

The threat from IS is not restricted to the Middle East and North
Africa. IS supporters are also trying to consolidate in South-East
Asia. In June 2016, the first attack inspired by IS propaganda took
place in Malaysia — a grenade attack on a nightclub near Kuala
Lumpur. Several factions in the southern Philippines have also
sworn loyalty to IS. IS, forced to relinquish its hold on the “cali-
phate” in the Middle East, is trying to compensate for its losses by
establishing an IS Southeast Asia province. It deserves mention
that in 2016, IS propaganda featured unprecedentedly intense calls
for terrorist attacks on Sydney and Melbourne in Australia.

Despite the decline of the “caliphate”, the organisation has not
ceased to be attractive, and in 2017, it will continue to pose a serious
threat in many parts of the world, including Europe.
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Power is no longer concentrated solely in the Euro-Atlantic region.
The rapid development of China and other Asian countries and the
international focus on this region are the reasons why we are also
covering Asia this year.

In 2016, three tense crisis areas in Asia drew international attention
and are covered in our threat assessment. The first two are the South
China Sea, whose geographic/strategic importance and rich resources
have caused territorial disputes, and the East China Sea, where Japan and
China have unresolved territorial disputes. Third, we look at the extraor-
dinary events in North Korea, where the Kim Jong-un regime held the
most powerful nuclear weapon test in history. For the first time in North
Korea, more than one nuclear test was held in the same year.

The security situation in

East Asia

In 2016, three tense crisis areas in Asia drew international attention.
These conflicts did not surface for the first time; rather, the inability to
find a solution to problems thus far shows their seriousness and need
for skilful diplomatic coordination. China’s emergence as an economic
and military regional and world power has meant a new situation for
a number of Asian countries that depend economically on China but
look to the US for military defence.

Countries that border on the same bodies of water as China find them-
selves in a strategic environment that is impacted by China’s sharper
focus on modernising its military. China is seeking capability for its
navy to carry out more extensive and complex operations, leading to
tensions in the waters around China and mainly related to the navy.
Control over regional seas and islands is an important part of China’s
narrative of “national revitalization and building a strong state”. This
has made other Asian countries increase their defence spending.

In recent years, the US increased its influence in the region through
the “Asian rebalancing strategy”. Washington shored up ties with allies
and partners in the region in order to be prepared to respond to crises
on partners’ territories and ensure security and freedom of navigation
in the international waters around China. In 2014, the US and the Phil-
ippines signed an enhanced defence cooperation agreement, in which
the Philippines allowed US forces to rotate troops into and build on



Philippine naval bases and military airfields. Japan-Philippines coop-
eration has also increased. The US has sought closer relations with
Vietnam, partially lifting the arms sale embargo on the country, and
Japan announced in 2014 that it would supply coast guard ships to
Vietnam. Brunei, Indonesia and Malaysia are also pursuing stronger
naval capabilities.

In northeast Asia, the US has strengthened its already good relations
with Japan, and the renewed security treaty between the United States
and Japan pledges closer cooperation in more distant regions. Japanese
Minister of Defence Tomomi Inada, appointed in 2016, has publicly
welcomed the American plan to deploy 60% of its navy and air force in
the Pacific region by 2020. In speeches, the Japanese defence minister
has mentioned the desire to expand bilateral cooperation with South
Korea as well. Japan plans to increase the effectiveness of military
deterrence and the capability of patrols.

South China Sea

The South China Sea is strategically important to both China and
many other Asian countries, as 30% of the world’s maritime trade
passes through it and it boasts the world’s four busiest commercial
ports. The UN estimates that the South China Sea yields over 12% of
the global fish catch, and there are considerable oil and gas reserves
on the seabed. Japan, South Korea and the Philippines rely economi-
cally on foreign trade and imports of energy products, and a Chinese
blockade of the South China Sea would have a very unfavourable
effect on these countries’ economies.
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The resource richness and strategic importance of the sea have
led to territorial disputes and clashes between China, the Philip-
pines, Vietnam, Taiwan, Malaysia and Brunei. The Chinese claims
cover 85% of the South China Sea and conflict with the claims and
economic zones of the neighbouring countries (Vietnam’s claim
also amounts to a very large percentage). Although there have been
many clashes between the disputants over the decades, the Philip-
pines decided, due to an escalation of the conflict in 2013, to seek
recourse to the Hague Permanent Court of Arbitration so that the
territorial dispute could be resolved based on the UN Convention on
the Law of the Sea.

In July 2016, the Court of Arbitration issued a decision that was not to
the liking of China. The tribunal concluded that the Chinese claim to
the majority of the South China Sea is unlawful based on the Conven-
tion on the Law of the Sea. The main reason is the fact that the islands
in the middle of the territorial disputes are islands in name only; the
court found that they were mere maritime features that do not confer
a right to invoke a 200-nautical-mile exclusive economic zone.

The source of the tensions has been China’s efforts to enforce its
claims prior to the court decision. China increased its presence,
building artificial islands, airfields and ports on the atolls and reefs.
All of the countries in the dispute have done so, but China has estab-
lished structures and islands in a greater amount and more rapidly
than any other country in the region has or would have been able to
do. In 2016, several large airfields were completed. They can be used
for military purposes and they give China a way of projecting mili-
tary power approximately 1000 km to the south. The Chinese mili-
tary can patrol the entire South China Sea and more strongly position
itself against the US, the Philippines and Vietnam. During the year,
China held numerous military exercises to demonstrate its presence,
and the US, in turn, instituted more frequent sea patrols to demon-
strate freedom of navigation.

China denounced the Hague decision and refuses to abide by it.
Besides pointed rhetoric, though, China’s reaction has been relatively
restrained — it has not established an “air defence identification zone”
over the islands and has not started construction on the Scarborough
Shoal. The Philippines’ response has likewise shown restraint. Both
have signalled that they are ready for bilateral negotiations, and the
idea of joint use of resources may be one of the objectives. The nature
of the tribunal’s decision will theoretically allow China to hold talks
without losing face; none of the parties want tensions to escalate.
China will likely continue a strategy aimed at strengthening its naval



presence, in combination with diplomatic measures for launching
bilateral talks with the Philippines.

East China Sea

In the East China Sea, Japan and China have an unresolved territorial
dispute over the Senkaku/Diacayu islands and rocks. The islands are
controlled by Japan, and the area around them is important for access
to the sea and fishing When the governor of Tokyo announced in
2012 that the islands would be bought out from their private owners,
it necessitated intervention by the Japanese government. The incident
was a source of displeasure to Chinese nationalists and private Chinese
vessels, and coast guard ships entered the waters in the vicinity of
the island, where clashes occurred with Japanese ships. Major protest
marches were held in China against Japan and in November 2013, China
said it was establishing an air defence identification zone in the East
China Sea. The economies of the two countries are closely intertwined,
so the Chinese authorities used censorship to clamp down on the wave of
nationalism and started looking for diplomatic ways to defuse the situa-
tion. This has, in part, duly been achieved by meetings of the leaders Xi
and Abe, and further major clashes were avoided in 2016. A contributing
factor has been the fact that although the US has refrained from taking
a position on the territorial dispute, Washington has confirmed that the
islands come under the Security Treaty between the United States and
Japan. The US has not been able to issue a similarly clear position in the
case of the South China Sea dispute.

North Korea

2016 was extraordinary for North Korea, as the Kim Jong-un regime
held the most powerful nuclear weapon test in history and for the
first time in North Korea, more than one nuclear test was held in
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the same year. In addition, North Korea carried out testing of missiles
with various ranges — at a frequency that could also be considered
unprecedented. Some missiles fell in Japan's exclusive economic zone
—even dangerously close to the coastline. Because of the nuclear tests,
North Korea is under the most stringent UN sanctions ever.

The seventh congress of the North Korean Workers’ Party was held
in May 2016 after a 36-year hiatus. Kim-Jong-un’s father, Kim Jong-il,
never convoked the congress. The main objective of the congress was
to officially proclaim Kim's power, as Kim became leader as a young
man after his father’s sudden death and was therefore considered
politically weak. At the congress, Kim confirmed that the Byungjin
policy would continue — development of the nuclear programme in
parallel with economic development. At the same time, he also said
nuclear weapons would be used only if the country’s sovereignty was
in danger.

While consolidation of power meant China’s acceptance of Kim as
leader, Chinese-North Korean relations are still at a historical low point
due to Kim's aggressive behaviour, and China supports more actively
UN sanctions on North Korea. South Korea's attitude has become
more radical: it is willing to deploy the THAAD anti-missile system
on its soil, and South Korea and Japan are strategically becoming
somewhat closer. North Korea's aggressive behaviour has allowed
South Korea to start a discussion with the international community
about the seriousness of the problem. As the Ukraine crisis allowed
the US to refocus on Europe, the North Korea's belligerence could set
the pendulum swinging back toward Asia.

China’s goal has been to avoid instability and a collapse of the regime
in North Korea in order to maintain a buffer zone. If the regime were
to collapse, it could create a potentially unpredictable situation or
fill the power vacuum with a regime ideologically unacceptable to
China and led by the US and its allies. The cost of maintaining the
buffer zone under Kim has become higher for China. The North Korea
situation will likely not be resolved before the UN Security Council
members learn to speak a common language, as it were, about their
conflicting goals. The strategies of North Korea’s leader, Kim Il-Jong,
are different to those of the former leader, Kim Jong-il. Kim Jong-il
only rarely mentioned nuclear weapons and possible use of nuclear
weapons, while Kim Jong-un sees the bomb as the source of his power.
Kim Jong-il was prepared to negotiate with regard to a nuclear-free
North Korea, and there was a theoretical possibility of a peace accord
between North Korea and the US. But Kim Jong-un is clearly working
in the direction of status as a nuclear power.



