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board the civilian ferry Ambal as part of an exercise. A similar 
exercise was held in December 2014. In the near future, the 
Kaliningrad missile brigade will likely be permanently re-armed 
with the Iskander-M.
 
By repositioning the most modern operational weapons systems in 
the Baltic region, the Russian Armed Forces Command is trying to 
increase its capacity to block and isolate the theatre of war in case 
of a potential military conflict. In military planning, the Armed 
Forces Command continues to emphasise special operations, 
asymmetrical measures and strategic and tactical nuclear weapons. 
These activities support Russia’s long-term goal of military 
planning – to close the conventional forces gap with NATO and to 
achieve a strategic military edge in the Western strategic direction. 

Prioritisation of the Western strategic direction by improving mili-
tary capacity stems from the Russian armed forces long seeing the 
US and NATO as their main adversary. No action or omission by 
NATO would likely change this view of the world. The Kremlin’s 
claims that Russia started increasing the military capability on the 
Baltic operational direction only after the NATO summits in 2014 
(Wales) and 2016 (Warsaw) – because NATO was giving the Baltic 
Sea region greater attention and increasing its presence – are not 
true. The Russian armed forces build-up in the Western Military 
District has been going on for some 10 years. During this time, 
the Western Military District has been the top priority for Russia 
upgrading to modern technology (the units of this district were 
the first to get S-400 anti-aircraft systems, Iskander-M missile 
systems, Steregushchiy-class corvettes and Su-34 fighter jets, for 

Iskander missiles in Red 
Square, Moscow. 
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example), as well as in creating new units and commands – the 
Western district was the first to reinstate divisions such as the 2nd 
Motor Rifle Division and the 4th Tank Division, and the tank army 
– the 1st Tank Army – was established in 2014.

Russian armed forces respond to NATO’s bolstered presence in the 
region mainly with tactical actions. Above all, an increase in intel-
ligence activity and individual provocative manoeuvres has been 
seen. The latter include Su-24 bombers from Kaliningrad buzzing 
the US destroyer USS Donald Cook on 11 April 2016. 

One of the biggest problems for the Russian armed forces is a 
shortage of qualified personnel (contract servicemen, junior special-
ists). On average, just one battalion from each manoeuvre brigade 
of the ground forces is completely or largely manned by contract 
servicemen. Only the airborne troops and special forces units are 
better equipped.

Together with airborne forces, the Western Military District is 
capable of fielding, for a short-term regional conflict, a maximum 
of 30 to 34 battalion tactical groups (i.e. 20,000 to 30,000 personnel) 
in one operational direction. Ground forces units are supported by 
2 larger, 6 medium and 23 smaller combat vessels, 4 large landing 
ships, 2 submarines, about 120 fighter planes, 70 attack aircraft and 
120 helicopters. A broader military conflict requires longer prepa-
rations, including bringing additional forces from the Central and 
Southern Military districts or mobilising reserves. But the Russian 
military latitude is limited by its unfinished conflicts in Syria and 
Ukraine.

Economic problems have forced Russia to somewhat reduce its 
defence spending. The Russian federal budget for 2017-2019 calls 
for defence spending to drop to 2.7-2.8 trillion roubles (€40 to 
€41 billion).16 The short-term changes in the defence budget will 
not have a direct effect on military capability, as there is a lag 
time before changes influence the military industry. The existing 
military capability will remain in place despite temporary funding 
difficulties, and weapons systems that have already been ordered 
and are being built will be delivered. Budget cuts must be longer 
lasting before they affect weapons procurements and major 
infrastructure projects. Russia’s leaders currently hope that the 
economic difficulties will be temporary.

16	 The first version of the 2016 federal budget specified defence spending of               

3.1 trillion roubles. 
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The Ukraine crisis and Western sanctions have affected the const-
ruction of warships. The production of nuclear submarines and 
auxiliary ships is going more or less according to plan, but the 
difficulties in supplying engine components have affected the 
completion of some large surface vessels. This does not prevent 
the Russian military fleet from becoming increasingly active each 
year or performing military operations or sabre-rattling in nearby 
regions as well as in distant waters. 

In spite of the economic problems, however, the military is still 
the second-largest expense in the Russian budget, making up 3.7% 
of GDP according to official Russian data.17 Internal security is the 
fourth-largest expense, including the National Guard (formerly the 
Internal Troops).18 In 2016, the federal budget code was amended 
and the Minister of Finance, who is in charge of the budget, was 
empowered to change the distribution of spending by 10% by 
executive decision without going through budgetary proceedings. 
The finance minister can change the budget if necessary for mili-
tary or internal security reasons, including for ensuring intelli-
gence activities. 

The threat of a direct Russian military attack on NATO member 
states in 2017 is low. However, considering the fact that the Russian 
government is an authoritarian regime, though, the risk that the 
Russian leadership will make a strategic miscalculation and decide 
to test the functioning of NATO’s collective defence cannot be 
completely ruled out. Moreover, the Russian regime has to keep 
an “external enemy” prominent to divert attention from domestic 
problems and stifle society’s aspirations for democracy. The Russian 
armed forces will likely be at a high level of activity in 2017. Unan-
nounced combat readiness checks and large snap exercises will 
presumably continue. Greater activity can be expected in September 
during the “Zapad 2017” exercise, where the scenario will probably 
involve a regional conflict with NATO in the Baltic Sea region. The 
Russian military fleet will demonstrate its presence on the world’s 
seas, carrying supplies to its contingent in Syria. The strengthening 
of the Russian armed forces grouping will likely continue, and new 
units will be created in the Arctic region, Crimea and Kaliningrad.  

17	 Russian’s state spending on its military fields is not transparent. Using SIPRI 

methodology, defence spending is estimated to amount to as much as 5.4%.

18	 The leading expense in the Russian federal budget is social expenditures.
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Russia’s 

military-industrial complex

As the Soviet Union collapsed, the Russian Federation inherited 
an estimated 80% of the defunct superpower’s military industry.19 
Still, Russia was capable of producing only 20% of the USSR’s 
weapons systems without production input from other Soviet 
republics. Outside the Russian SFSR, the military industry was 
mainly located in Ukraine and Belarus, and the contribution of 
other Soviet republics to the military-industrial complex (MIC) 
was mainly limited to manufacturing sub-components. The Soviet 
nuclear weapons complex was located completely in Russia, so the 
world’s top nuclear weapons capability was passed on to Russia in 
intact form.  Efforts made after the collapse of the Soviet Union to 
cut the MIC’s dependence on defence contractors in Ukraine and 
Belarus have reached their final phase, although some part of the 
ties will persist for another 3 to 4 years.20

The economic hardship of the 1990s put the Russian military 
industry into a deep crisis. Weapons production volume dropped 
tenfold and the number of workers in the military-industrial 
complex fell from 6.5 million to 2 million. During this time, the 
Russian MIC’s production base was barely propped up by periodic 
support, minimum state orders – for instance, test batches in the 
hopes of keeping some sort of production cycle going – and exports 
of weapons for individual platforms. The military industry reached 
its nadir in 2000, when the production volume was at 5% to 7% 

19	 The Russian military industry sector comprises 1300 to 2000 companies, and 

employs 2 million people, or 2.7% of Russia’s workforce and 10% of people work-

ing in industrial production.

20	The Belarusian military industry has supplied missile battery carrier vehicles, 

mobile command point communications systems, microelectronics production 

machinery and armoured vehicle optoelectronics. Ukrainian defence contrac-

tors have supplied Russia mainly with warships, helicopters and cruise missile 

turbines, ballistic and space missile control modules, electronic intelligence sat-

ellites, air-to-air missiles and missiles with seeking sensors, and transport air-

craft. The Russian military industry has not yet been able to find a replacement 

for the (surface) warship engine systems of Ukrainian origin and the control 

modules for some ballistic missiles. Realistically, independent production capa-

bility will be achieved in 2018-2020.
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of the 1991 level, the predominant share being export orders. By 
the mid-1990s, the supply of conventional weapons to the Russian 
armed forces had nearly ceased, the average age of personnel in the 
military industrial complex had risen to 58 years, and the deprecia-
tion of production lines along with bottlenecks from the loss of 
technology cut production capacity to a fraction of the 1991 volume. 
By 2000, the Russian military-industrial complex was less than a 
decade from irreversible collapse. 

In 2000-2010, a restructuring programme for the moribund 
industry was implemented. The core of the reform, which encom-
passed the entire sector, lay in consolidation of the research 
institutes, engineering offices and military plants round vertical 
industrial conglomerates.21 The renovation of the infrastructure 
and restoration of production chains gradually removed the bottle-
necks that had hindered serial production. 

By 2011, the decline of Russia’s military industrial complex had 
been halted, structural reforms were largely completed, and the 
material and technical base was seeing widespread modernisa-
tion. As a result of the reforms, 50% of the production capacity 
lost during the “lost decade” had been restored, a noteworthy share 
of the means of production had been renovated, the number of 

21	 Almaz-Antei (anti-aircraft batteries), United Aircraft Corporation, United Ship-

building Corporation, the United Engine Production Corporation, Sozvedie 

(communications and command and control system corporation) and many 

other holding companies consolidated all military industry enterprises active 

in producing a certain type of military system.

The Irkut aircraft plant’s 
production line.

http://eng.irkut.com
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employees in the MIC had been stabilised at around 2 million and 
new young employees had been hired, decreasing the average age 
from 58 to 46 by 2012.

Th e capability of serial production currently varies greatly based 
on type of armament – production volume is high for anti-aircraft  
systems, tactical combat aircraft , missile systems, and transport 
and attack helicopters. Th e production chains for new-generation 
land platforms, major surface vessels and strategic combat aircraft  
are still being developed. As of 2016, the military industry is at a 
level where it is able to fulfi l the Russian armed forces’ ambitious 
State Armaments Programme for 2011-2020, albeit not within the 
desired timeframe.

Importance in the geopolitical context

Russia is one of the few countries that is capable of independently 
developing and producing new-generation air, land, sea, space and 
nuclear weaponry. Although the geo-strategic potential of the 
Soviet Union was not transferred to Russia as a whole, the military 
industry, backed by research institutes, engineering fi rms, mili-
tary plants and raw materials and special materials resources, does 
ensure that Russia can develop an independent military capability. 
Only the US and – in the medium-to-long term – China are able to 
do this. High-level weaponry is something that Europe can only 
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develop through cooperation between several countries, and not 
through the whole range of weapons systems. 

There are only few weapons platforms where the Russian MIC 
has significant deficits as regards design, development work or 
production volume: aircraft carriers and large landing ships, 
armed unmanned drones and certain types of military satellites. 
The Russian MIC is independent, and the biggest limitation is the 
continuing incapability to produce, independently of Ukraine, 
turbines for combat ships. At the level of basic components, the 
Russian defence industry is still somewhat dependent on imported 
components, but this will gradually decrease. The most significant 
shortcoming for the Russian defence industry is in the microelec-
tronics sector – the main limiting factor for developing and serial 
production of new-generation weapons platforms.

In the geopolitical context, the defence industry is one of the instru-
ments the Kremlin uses to affect processes on the world arena. 
Russia sends arms shipments and makes military technology 
transfers to countries that it wishes to push further away from the 
West’s foreign policy sphere of influence. By doing so, the defence 
industry builds unilateral dependencies that are useful for Russia, 
as clients with complicated weapons systems cannot service them 
without the Russian MIC. Furthermore, the MIC is a source for 
obtaining hard currency, as it is one of the few industrial produc-
tion sectors whose output is competitive on the world market.
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Russian armed forces in 

Ukraine

Russia’s leaders use military interventions, instability and frozen 
conflicts to impede Ukraine and other countries from leaving 
Russia’s desired sphere of influence and integrating with the West. 
It is inaccurate to call the Donbass conflict a frozen conflict. It is a 
very active conflict, where Russia directly controls the intensity of 
the hostilities. The new units formed in the Russian armed forces 
in 2015 and 2016 on Ukraine’s northern and north-eastern border 
are forcing the Ukrainian armed forces to spread out their already 
thin resources to regions other than the Donbass.
 
Ukrainian forces are pitted against the 1st and 2nd Army Corps of the 
Russian armed forces, which are disguised as separatist militants. In 
actuality, this is a heavily-armed Russian expeditionary force of up 
to 35,000 troops, drawing most of its power from Russian citizens,22 
not locals recruited or drafted from the occupied areas. The officers 
of the corps are mainly military servicemen who have been sent to 
serve in eastern Ukraine from the Russian regular forces as part of 
a rotation. This contingent is led and supplied by the Russian armed 
forces. The two army corps make up the first echelon of the Russian 
forces arrayed against Ukraine. They are tasked with defending 
the captured areas and keeping unrelenting military pressure on 
the Ukrainian state and society. Rostov Oblast on the periphery of 
Russia is the location of the so-called second echelon, which consists 
of local units from Russian regular forces. Their function is to deter 
and, where necessary, to intervene if the Ukrainian armed forces try 
to retake Donbass. Russia, thus, is in complete control of any mili-
tary escalation in Donbass, and the outcome of the ceasefire depends 
completely on Russia’s will. If the Kremlin needs to increase pressure 
on Ukraine, the hostilities in eastern Ukraine will intensify. If Russia 
needs to demonstrate to the international arena that it wishes to be 
constructive, the number of ceasefire violations will decrease. 

Russia also uses the conflict in Donbass to test new weapons 
systems and special equipment in a “shooting-war” environment 
and give troops combat experience. In Donbass, Russia has used 

22	The personnel in the 1st and 2nd Guards Army Corps established in the occupied 

areas consist of about 70% Russian citizens.
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military technology that has never been exported and was not 
in the arsenal of the Ukrainian armed forces. Above all, such 
technology includes high-tech radio electronic equipment and 
unmanned aerial vehicles (UAV), the use of which has been 
observed on many occasions in eastern Ukraine. 

During 2016, Ukraine made efforts to improve the fighting capacity 
of its armed forces. Personnel called up into service in the fourth, 
fifth and sixth wave of partial mobilisation in 2015 have been demo-
bilised and largely replaced by contract servicemen. According to 
the Ukrainian Ministry of Defence, 6,000 new contracts a month 
are being signed with military starting their service. 

Political situation in occupied eastern Ukraine

In the last year, Russia has substantially increased its grip 
on Donbass’s so-called people’s republics – many separatist 
commanders and leaders have been killed or have departed, 
replaced by new people who play to Moscow’s tune. 

Structure of the Russian 
occupation forces in 
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The occupied areas of Donbass have become a lawless zone where 
arbitrary power is exercised. The Russian-installed governors’ 
striving for power and profit has led to bloody score-settling. The 
warlord-controlled territory respects no law, and violence and arbi-
trary actions are used to settle issues. Assassinations, disappear-
ances and killings have become a daily occurrence. Warlord Arsen 
Pavlov, who was assassinated, has been hailed as a hero, even 
though he proudly admitted to killing POWs personally. Unfortu-
nately, the security threats in relation to the situation in Donbass 
will not remain solely local. The downing of flight MH17 was a sad 
example of the threat from Russia’s destabilisation of Donbass. 

The parties’ objectives in the Minsk peace plan differ – the OSCE 
wants to set a course for peace while Ukraine wants to restore 
central government control in the occupied areas. The Russian side 
uses the Minsk process to keep the conflict smouldering. 

The outlook for the Donbass conflict in 2017 is unchanged. A lasting 
conflict gives Russia more assurance that Ukraine will not be inte-
grated into Western structures. Military activity will likely remain 
low in general, varying in accordance with Russia’s desire to apply 
pressure at a given moment. A military solution will likely not be 
sought for the Ukraine conflict as Russia has shown the ability 
and readiness to foil such attempts. Russia’s aim is to wear Ukraine 
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down and discredit the country so as to pave the way to the creation 
of mechanisms that would allow it to control Ukraine. 

Socioeconomic situation in eastern Ukraine and Crimea

As a consequence of the combat activity in eastern Ukraine, there 
have been widespread and persistent problems with water, power 
and gas supply. Many homes have been destroyed, and in some 
extreme cases, such as Debaltseve, nearly all structures have been 
destroyed or rendered unfi t for habitation. 

Of the pre-confl ict population of 6.5 million in eastern Ukraine, 
only 3 million was left  in the occupied areas as of August 2016. 
Nearly half of them were pensioners. Th eir only income source is 
pensions and social assistance, which the government pays out 
irregularly. Although the Ukrainian central government cut off  
social allowances and assistance funds to the occupied territory, 
some of the inhabitants still draw a pension and social assistance 
from Ukraine. To obtain this, many inhabitants of eastern Ukraine 
have registered themselves as domestically resettled outside the 
occupied territory.

According to the Kyiv International Institute of Sociology, the 
keenest shortage faced in occupied areas of eastern Ukraine in 
late October 2016 was medicines, food and household supplies. 
Although the Russian Ministry of Emergency Situations says its 
humanitarian aid consists mainly of the above items, the leaders of 
the so-called people’s republics oft en steal the shipments. Medical 
facilities lack medicines so that patients have to pay out of their 
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pockets for procedures. Access to medical services is particularly 
problematic. 

Smaller companies in occupied eastern Ukrainian territory have 
been taken over by the occupation forces since 2014. Larger compa-
nies have also had to rein in their activity. 

The blockades put into effect by Ukraine on Crimea (trade, elec-
tricity, water) have gradually affected sentiment towards the new 
authorities. The quality of life has decreased and there is dissatis-
faction with the rise in food prices. Tourism – a very important 
part of the Crimean economy – is significantly down. 
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Russian intervention in Syria

Russia continued its involvement in the Syrian conflict despite 
President Putin’s March 2016 pledge to withdraw the majority of 
troops from Syria. As of the end of 2016, there were still about 40 
Russian fighter aircraft, 20 helicopters and a contingent of close 
to 5,000 troops in Syria. Russia has also established, in Syria, an 
air defence network consisting of its most modern anti-aircraft 
systems, the S-400 and Pantsir, and coastal defence missile 
systems. The Russian armed forces are also using an Iskander-M 
tactical missile system in Syria. Solntsepyok thermobaric missile 
launchers have also been seen. Private Russian military contrac-
tors are operating in Russia, essentially as mercenaries. 

In October 2016, the Russian armed forces transported the 
S-300VM mobile anti-aircraft system to Tartus. This anti-cruise-
missile capable system is an additional deterrent to military inter-
vention by the West. In October, the Russian Navy sent a task group 
of ships, including its only aircraft carrier, the Admiral Kuznetsov, 
the nuclear missile cruiser Pyotr Velikiy, the submarine Severo-
morsk, and two nuclear submarines and one diesel submarine to 
the Mediterranean. The Russian vessels continued patrol service on 
the Mediterranean and operations to supply Syria by sea.  

Russia’s foreign policy and military narrative propagates an active 
fight against the Islamic State (IS) terrorist organisation, but has 
nothing to show for it – the area controlled by IS only shrank in the 
northern part of Syria, where the Islamic radicals are opposed by 
the Kurds. It is the topic of fighting ISIS that somewhat tarnishes the 
otherwise successful year for Moscow on the Syria front. Namely, 
IS recaptured Palmyra on 11 December 2016. It was an embarrass-
ment for Moscow, as the liberation of Palmyra from IS a little more 
than six months before, in late March 2016, had been turned into a 
media circus by Russia. 

Instead of the fight against IS, the two main tactical accomplish-
ments for Russian forces in 2016 were, first, preventing defeat 
for the Syrian government forces, and secondly, supporting an 
offensive by Hezbollah and other Shiite paramilitary units against 
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armed opposition groups, mainly in Aleppo. Aleppo’s capture by the 
Bashar al-Assad regime is a noteworthy propaganda victory for the 
Assad regime and Russia and Iran, but not the end of the armed 
opposition groups’ fight against the regime elsewhere in Syria. It 
should be mentioned that  the victory in Aleppo will reduce the 
capacity of the armed opposition groups to apply pressure on the 
regime’s core areas, which will strengthen Assad’s positions in the 
Syria conflict. As a result, the Assad regime will not be amenable 
to making political compromises on the question of Syria’s future. 

Even though Russian air forces trumpet the use of surgical strikes 
in Syria, most of the ordnance dropped from aircraft has not been 
smart bombs. Russian air raids have consequently claimed a very 
high civilian toll. A number of hospitals have also been hit.23

Russia is using the participation of its armed forces in the Syrian 
conflict mainly for political objectives, to show that it has a presence 
and is needed in the world’s trouble spots. The Syrian conflict also 
gives Russian armed forces a chance to test weapons in wartime 
conditions and get an additional sales argument for potential 
export markets. Russia’s intervention, thus, in no way contributes 
to the international fight against terrorism; rather, it destabilises 
the already fragile security situation in the Middle East.

23	 30 September 2016 marked the first anniversary of Russia’s intervention in 

Syria. To mark the occasion, the Syrian human rights monitoring centre an-

nounced that over 9,300 people had been killed in Russian airstrikes over the 

year, including about 3,800 civilians and about 5,500 armed opposition group 

fighters as well as ISIS fighters. The director of the centre, Rami Abdel Rahman, 

said the toll from Russian airstrikes may be higher as, in many cases, it is not 

known which countries’ airstrikes were the ones in which victims died. About 

20,000 civilians have been wounded in Russian airstrikes.
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Russia’s foreign policy interests in Syria

Russia has successfully fulfilled the main goal of its interven-
tion in Syria – to escape the isolation it found itself in as a conse-
quence of the Ukraine crisis, and return to the negotiating table 
with the United States. Russia’s intervention in Syria characterises 
Moscow’s tactic of solving problems by bringing something new to 
the “table”. In doing so, Russia has brought about a situation where 
any solution to the Syrian conflict is impossible without Moscow 
being involved.

Russia’s second, broader goal – to re-establish itself as a power on 
the global arena – has also been partly fulfilled with the interven-
tion in Syria, as due to limited resources, Moscow has focused on 
the geopolitically important Middle East and hopes to play a role 
in global processes. It is hard to believe that Russia and Iran would 
withdraw support for Syria’s current regime, considering the mili-
tary exertions that both countries have made to bolster the regime, 
even if an international agreement on replacing Assad could be 
reached and Moscow and Tehran agreed to it. Moscow is strategi-
cally interested in retaining its bases in Syria. The current Syrian 
regime is the force that legitimises the Russian bases. 

For Russia, the continuation of intense hostilities in Syria is 
not desirable in the long term. Moscow would prefer a gradual 
de-escalation instead. At first glance, it seems that Moscow holds 
all of the trump cards. In fact, it will be extraordinarily hard for 
Moscow to achieve the de-escalation it hopes for given the very 
disparate and mutually incompatible goals of the parties in the 
conflict. 
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Decline of the Islamic State’s

“caliphate”

The so-called Islamic State (IS)24 found itself under increasing 
pressure in 2016, in Syria and especially in Iraq. Since the mili-
tary activity began in 2014, the American-led coalition has made 
over 9,600 airstrikes against IS in Iraq and over 5,000 against IS. 
Already in 2015, IS lost 14% of the territory it controlled – down 
from 90,800 km2 to 78,000 km2. IS territory continued to shrink in 
2016 at an increasing rate, and, more importantly, strategically key 
regions and settlements were affected. The most significant loss for 
IS was its loss of direct access to the Turkish border in September 
2016. This had been the most important conduit for IS to the rest of 
the world. IS has sustained many blows, but the most important is 
the fact that IS is no longer able to turn developments to its advan-
tage, and it is only a matter of time before IS ceases to exist in its 
current form in Iraq and Syria, that is, as a terrorist organisation 
that also controls territory. 

This, however, will not mean that IS is consigned to the dustbin 
of history. If the “caliphate” in Syria and Iraq is destroyed, IS will 
go underground and continue to use guerrilla tactics, becoming a 
traditional terrorist organisation. Such a shift was signalled by a 
change in IS rhetoric in May 2016: territory is no longer important 
for IS but rather ideology. Fighters of local origin will remain in 
Syria and Iraq after the caliphate is gone. Thus, even after Raqqa in 
Syria and Mosul in Iraq have been liberated, the terrorist organi-
sation will remain in place in the region, at least for a time. More-
over, according to the National Counterterrorism Center in the US, 
IS has cells in 18 countries around the world, and sub-organisations 
in Libya, Egypt, Somalia, Bangladesh, Indonesia, the Philippines, 
Afghanistan and Pakistan. In spite of setbacks in Syria and Iraq, IS 
still has global reach and the capability to commit acts of terrorism. 

24	 IS is an outgrowth of al-Qaida in Iraq. When Syria became the most important 

battlefield for jihadism, the group’s importance, including in its own eyes, grew, 

leading to a rift with the al-Qaida nucleus. Before the caliphate was proclaimed 

on 29 June 2014, the group’s name was Islamic State of Iraq and the Levant (ISIL). 

The abbreviation ISIS (Islamic State of Iraq and Syria) is often used as well. The 

Arab name, Daesh, is also commonly used.
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In the longer term, we can still hope that IS’s influence will wane, 
as will, even more rapidly, its capability to inspire people to commit 
terrorist attacks. The latter can be expected solely on the basis of 
its finances drying up. Since 2015, taxation of the population and 
businesses in areas it controls, and seizures of their properties, 
have become, as a source of funding for IS, more important than oil 
revenue. The decrease in the territory controlled by IS, especially 
the loss of large urban centres, has sapped the funds at IS’s disposal. 

Threat posed to Europe by the “Islamic State”

IS is under greater pressure in Iraq and Syria, and it is decreasingly 
likely that complex terrorist attacks on Europe will be coordinated 
from these regions. Instead of Raqqa, complex operations might be 
orchestrated from Europe instead.

Due to its loss of territory, IS has changed its narratives, now 
emphasising the organising of terrorist attacks on the West and the 
need to show that it can also escalate attacks. Thus, at least for now, 
IS attacks are not expected to become less frequent, especially if 
we consider that planning attacks on the West is an intrinsic part 
of the IS ideology. With the playing field increasingly tilted against 
IS, it can be presumed that the attacks organised by terror organ-
isations will become more opportunistic in nature. That is, it will 
become harder to predict their targets and modus operandi, and the 
attacks may also become more brutal as the likelihood of detection 
decreases.

Some of the volunteer fighters who travelled from Europe to Syria 
and Iraq will return to their home countries or other European 
countries. Some of the foreign fighters who travelled to Syria and 
Iraq from elsewhere in the Middle East or North Caucasus may 
try to come to Europe instead of returning home. These radical-
ised IS fighters from Syria, now possessing war experience, may 
pose long-term security problems. The situation is also complicated 
by the confirmed fact that members of the terrorist organisation 
embed themselves in the flows of illegal migrants in order to seep 
into Europe. The increase in the number of people who have been 
exposed to or influenced by members of terrorist organisations 
fighting in Syria, and who have become radicalised, is another 
threat.

IS will remain capable of inspiring and recruiting susceptible 
people whose enthusiasm is aroused by the IS ideology, with 
incitement to acts of terror made over social media, and earlier 
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terrorism.
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acts of terrorism. The group has built an effective image for itself 
and become a much more attractive terrorist organisation. Yet due 
to the losses suffered by IS, the dissemination of the photos and 
videos used for recruiting new members dropped dramatically in 
2016. Whereas IS produced 700 media and propaganda products 
in August 2015, the number was 200 in the same month a year 
later. Besides the decrease in the amount of propaganda, content 
also changed significantly during this period. IS distributed many 
fewer images of life in the “caliphate”, such as pictures of schools, 
libraries, police and public services. At the same time, there were 
more videos of executions of spies. IS has less and less capability to 
produce media content. It is also harder to find the content online, 
and the material is also less optimistic compared to a year ago. 
IS’s diminished propaganda power also decreases its capability to 
inspire or recruit new members. This, in the long run, helps to 
reduce the acute threat of terrorism in Europe.

The Islamic State’s Libya and Sinai branches

In North Africa’s main conflict hotspot, Libya, a power struggle 
continues between the UN-recognised Libyan Government of 
National Accord based in western Libya, also known as the Tripoli 
government, and the so-called liberals’ government in Tobruk, 
eastern Libya. Libya’s fragmented situation and rivalry between 
the factions is not expected to be resolved in the near future. The 
impoverishment of the population amidst the continuing conflict, 
forcing people to seek a sideline in human and drug smuggling, and 
dysfunctional government institutions and corruption, are fertile 
grounds for continued flows of refugees from the shores of Libya 
to Europe. The weakening of the position of IS in Libya, in the same 
manner as in Syria and Iraq, is a positive aspect.

In May 2016, units loyal to the unity government in the city of 
Misrata began clearing the most important power centre for the 
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Libyan branch of IS terrorists. IS has controlled this port city 
between Tripoli and Benghazi and surrounding areas for more 
than a year, and Sirte is essentially the third most important IS 
centre after Raqqa in Syria and Mosul, Iraq. The loss of Sirte is 
a major blow to IS, but will not reduce the threat posed by IS in 
Libya as a whole. With the country still fragmented, IS fighters 
may try to consolidate in the southern part of Libya, a setting for 
networks of illegal trade bound to Libya from neighbouring areas. 
IS becoming consolidated in southern Libya will strengthen its ties 
with terrorist organisations in the vicinity, especially with Boko 
Haram, which is active in Nigeria, Chad, Cameroon and Niger, and 
which swore loyalty to IS in 2015, taking the name of the Western 
African province of IS. The Islamic extremists fleeing the Sirte 
area will pose a threat to neighbouring countries – Tunisia and 
Egypt, and more distant Morocco. There is the risk that IS’s Libyan 
offshoot may seek payback in Europe – Islamists may attempt to 
enter Europe as part of flows of illegal immigrants between Libya 
and the shores of Italy.

The most active and strongest terrorist organisation in Egypt – IS’s 
Sinai province – has an estimated 1,000 to 1,500 fighters. The Sinai 
branch has been behind attacks on Egyptian military and police 
institutions, resulting in heavy loss of life, and has also taken 
responsibility for the 31 October 2015 attack on a Russian passenger 
plane bound from Sharm el-Sheikh to St Petersburg, which killed 
224 people. The Egyptian authorities are fighting against the ISIL-SP 
branch that has become increasingly entwined with local Bedouin 
tribes, but rapid progress is not to be expected. IS terrorists have 
vowed to continue terrorist attacks against tourists vacationing in 
Egypt, and such attacks are considered probable.

The threat from IS is not restricted to the Middle East and North 
Africa. IS supporters are also trying to consolidate in South-East 
Asia. In June 2016, the first attack inspired by IS propaganda took 
place in Malaysia – a grenade attack on a nightclub near Kuala 
Lumpur. Several factions in the southern Philippines have also 
sworn loyalty to IS. IS, forced to relinquish its hold on the “cali-
phate” in the Middle East, is trying to compensate for its losses by 
establishing an IS Southeast Asia province. It deserves mention 
that in 2016, IS propaganda featured unprecedentedly intense calls 
for terrorist attacks on Sydney and Melbourne in Australia. 

Despite the decline of the “caliphate”, the organisation has not 
ceased to be attractive, and in 2017, it will continue to pose a serious 
threat in many parts of the world, including Europe.
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Power is no longer concentrated solely in the Euro-Atlantic region. 
The rapid development of China and other Asian countries and the 
international focus on this region are the reasons why we are also 
covering Asia this year.

In 2016, three tense crisis areas in Asia drew international attention 
and are covered in our threat assessment. The first two are the South 
China Sea, whose geographic/strategic importance and rich resources 
have caused territorial disputes, and the East China Sea, where Japan and 
China have unresolved territorial disputes. Third, we look at the extraor-
dinary events in North Korea, where the Kim Jong-un regime held the 
most powerful nuclear weapon test in history. For the first time in North 
Korea, more than one nuclear test was held in the same year.

The security situation in 

East Asia

In 2016, three tense crisis areas in Asia drew international attention. 
These conflicts did not surface for the first time; rather, the inability to 
find a solution to problems thus far shows their seriousness and need 
for skilful diplomatic coordination. China’s emergence as an economic 
and military regional and world power has meant a new situation for 
a number of Asian countries that depend economically on China but 
look to the US for military defence.

Countries that border on the same bodies of water as China find them-
selves in a strategic environment that is impacted by China’s sharper 
focus on modernising its military. China is seeking capability for its 
navy to carry out more extensive and complex operations, leading to 
tensions in the waters around China and mainly related to the navy. 
Control over regional seas and islands is an important part of China’s 
narrative of “national revitalization and building a strong state”. This 
has made other Asian countries increase their defence spending.

In recent years, the US increased its influence in the region through 
the “Asian rebalancing strategy”. Washington shored up ties with allies 
and partners in the region in order to be prepared to respond to crises 
on partners’ territories and ensure security and freedom of navigation 
in the international waters around China. In 2014, the US and the Phil-
ippines signed an enhanced defence cooperation agreement, in which 
the Philippines allowed US forces to rotate troops into and build on 
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Philippine naval bases and military airfields. Japan-Philippines coop-
eration has also increased. The US has sought closer relations with 
Vietnam, partially lifting the arms sale embargo on the country, and 
Japan announced in 2014 that it would supply coast guard ships to 
Vietnam. Brunei, Indonesia and Malaysia are also pursuing stronger 
naval capabilities.

In northeast Asia, the US has strengthened its already good relations 
with Japan, and the renewed security treaty between the United States 
and Japan pledges closer cooperation in more distant regions. Japanese 
Minister of Defence Tomomi Inada, appointed in 2016, has publicly 
welcomed the American plan to deploy 60% of its navy and air force in 
the Pacific region by 2020. In speeches, the Japanese defence minister 
has mentioned the desire to expand bilateral cooperation with South 
Korea as well. Japan plans to increase the effectiveness of military 
deterrence and the capability of patrols.

South China Sea

The South China Sea is strategically important to both China and 
many other Asian countries, as 30% of the world’s maritime trade 
passes through it and it boasts the world’s four busiest commercial 
ports. The UN estimates that the South China Sea yields over 12% of 
the global fish catch, and there are considerable oil and gas reserves 
on the seabed. Japan, South Korea and the Philippines rely economi-
cally on foreign trade and imports of energy products, and a Chinese 
blockade of the South China Sea would have a very unfavourable 
effect on these countries’ economies.
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The resource richness and strategic importance of the sea have 
led to territorial disputes and clashes between China, the Philip-
pines, Vietnam, Taiwan, Malaysia and Brunei. The Chinese claims 
cover 85% of the South China Sea and conflict with the claims and 
economic zones of the neighbouring countries (Vietnam’s claim 
also amounts to a very large percentage). Although there have been 
many clashes between the disputants over the decades, the Philip-
pines decided, due to an escalation of the conflict in 2013, to seek 
recourse to the Hague Permanent Court of Arbitration so that the 
territorial dispute could be resolved based on the UN Convention on 
the Law of the Sea.

In July 2016, the Court of Arbitration issued a decision that was not to 
the liking of China. The tribunal concluded that the Chinese claim to 
the majority of the South China Sea is unlawful based on the Conven-
tion on the Law of the Sea. The main reason is the fact that the islands 
in the middle of the territorial disputes are islands in name only; the 
court found that they were mere maritime features that do not confer 
a right to invoke a 200-nautical-mile exclusive economic zone.

The source of the tensions has been China’s efforts to enforce its 
claims prior to the court decision. China increased its presence, 
building artificial islands, airfields and ports on the atolls and reefs. 
All of the countries in the dispute have done so, but China has estab-
lished structures and islands in a greater amount and more rapidly 
than any other country in the region has or would have been able to 
do. In 2016, several large airfields were completed. They can be used 
for military purposes and they give China a way of projecting mili-
tary power approximately 1000 km to the south. The Chinese mili-
tary can patrol the entire South China Sea and more strongly position 
itself against the US, the Philippines and Vietnam. During the year, 
China held numerous military exercises to demonstrate its presence, 
and the US, in turn, instituted more frequent sea patrols to demon-
strate freedom of navigation.

China denounced the Hague decision and refuses to abide by it. 
Besides pointed rhetoric, though, China’s reaction has been relatively 
restrained – it has not established an “air defence identification zone” 
over the islands and has not started construction on the Scarborough 
Shoal. The Philippines’ response has likewise shown restraint. Both 
have signalled that they are ready for bilateral negotiations, and the 
idea of joint use of resources may be one of the objectives. The nature 
of the tribunal’s decision will theoretically allow China to hold talks 
without losing face; none of the parties want tensions to escalate. 
China will likely continue a strategy aimed at strengthening its naval 
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presence, in combination with diplomatic measures for launching 
bilateral talks with the Philippines.

East China Sea

In the East China Sea, Japan and China have an unresolved territorial 
dispute over the Senkaku/Diaoayu islands and rocks. The islands are 
controlled by Japan, and the area around them is important for access 
to the sea and fishing. When the governor of Tokyo announced in 
2012 that the islands would be bought out from their private owners, 
it necessitated intervention by the Japanese government. The incident 
was a source of displeasure to Chinese nationalists and private Chinese 
vessels, and coast guard ships entered the waters in the vicinity of 
the island, where clashes occurred with Japanese ships. Major protest 
marches were held in China against Japan and in November 2013, China 
said it was establishing an air defence identification zone in the East 
China Sea. The economies of the two countries are closely intertwined, 
so the Chinese authorities used censorship to clamp down on the wave of 
nationalism and started looking for diplomatic ways to defuse the situa-
tion. This has, in part, duly been achieved by meetings of the leaders Xi 
and Abe, and further major clashes were avoided in 2016. A contributing 
factor has been the fact that although the US has refrained from taking 
a position on the territorial dispute, Washington has confirmed that the 
islands come under the Security Treaty between the United States and 
Japan. The US has not been able to issue a similarly clear position in the 
case of the South China Sea dispute.

North Korea

2016 was extraordinary for North Korea, as the Kim Jong-un regime 
held the most powerful nuclear weapon test in history and for the 
first time in North Korea, more than one nuclear test was held in 
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the same year. In addition, North Korea carried out testing of missiles 
with various ranges – at a frequency that could also be considered 
unprecedented. Some missiles fell in Japan’s exclusive economic zone 
– even dangerously close to the coastline. Because of the nuclear tests, 
North Korea is under the most stringent UN sanctions ever.

The seventh congress of the North Korean Workers’ Party was held 
in May 2016 after a 36-year hiatus. Kim-Jong-un’s father, Kim Jong-il, 
never convoked the congress. The main objective of the congress was 
to officially proclaim Kim’s power, as Kim became leader as a young 
man after his father’s sudden death and was therefore considered 
politically weak. At the congress, Kim confirmed that the Byungjin 
policy would continue – development of the nuclear programme in 
parallel with economic development. At the same time, he also said 
nuclear weapons would be used only if the country’s sovereignty was 
in danger.

While consolidation of power meant China’s acceptance of Kim as 
leader, Chinese-North Korean relations are still at a historical low point 
due to Kim’s aggressive behaviour, and China supports more actively 
UN sanctions on North Korea. South Korea’s attitude has become 
more radical: it is willing to deploy the THAAD anti-missile system 
on its soil, and South Korea and Japan are strategically becoming 
somewhat closer. North Korea’s aggressive behaviour has allowed 
South Korea to start a discussion with the international community 
about the seriousness of the problem. As the Ukraine crisis allowed 
the US to refocus on Europe, the North Korea’s belligerence could set 
the pendulum swinging back toward Asia.

China’s goal has been to avoid instability and a collapse of the regime 
in North Korea in order to maintain a buffer zone. If the regime were 
to collapse, it could create a potentially unpredictable situation or 
fill the power vacuum with a regime ideologically unacceptable to 
China and led by the US and its allies. The cost of maintaining the 
buffer zone under Kim has become higher for China. The North Korea 
situation will likely not be resolved before the UN Security Council 
members learn to speak a common language, as it were, about their 
conflicting goals. The strategies of North Korea’s leader, Kim Il-Jong, 
are different to those of the former leader, Kim Jong-il. Kim Jong-il 
only rarely mentioned nuclear weapons and possible use of nuclear 
weapons, while Kim Jong-un sees the bomb as the source of his power. 
Kim Jong-il was prepared to negotiate with regard to a nuclear-free 
North Korea, and there was a theoretical possibility of a peace accord 
between North Korea and the US. But Kim Jong-un is clearly working 
in the direction of status as a nuclear power. 


